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A browser and App Server create a secure HTTPS connection by using a handshaking 
procedure. When browser connects to an SSL-enabled App Server, the App Server 
sends back its identification in the form of a digital certificate that contains the server 
name, the trusted certificate authority, and the server's public encryption key. The 
browser uses the server's public encryption key from the digital certificate to encrypt a 
random number and sends the result to the server. From the random number, both the 
browser and App Server generate a session key. The session key is used for the rest of 
the session to encrypt/decrypt all transmissions between the browser and App Server, 
enabling them to verify that the data didn't change in route. 



11 - 7 

The information contained in this Course is copyrighted and all rights are reserved by MarkLogic Corporation. Copying, duplicating, selling, or otherwise 
distributing any part of the Course without prior written consent of an authorized representative of MarkLogic Corporation are prohibited. 

Administering MarkLogic Server 



11 - 8 

The information contained in this Course is copyrighted and all rights are reserved by MarkLogic Corporation. Copying, duplicating, selling, or otherwise 
distributing any part of the Course without prior written consent of an authorized representative of MarkLogic Corporation are prohibited. 

Administering MarkLogic Server 



11 - 9 

The information contained in this Course is copyrighted and all rights are reserved by MarkLogic Corporation. Copying, duplicating, selling, or otherwise 
distributing any part of the Course without prior written consent of an authorized representative of MarkLogic Corporation are prohibited. 

Administering MarkLogic Server 



11 - 10 

The information contained in this Course is copyrighted and all rights are reserved by MarkLogic Corporation. Copying, duplicating, selling, or otherwise 
distributing any part of the Course without prior written consent of an authorized representative of MarkLogic Corporation are prohibited. 

Administering MarkLogic Server 



11 - 11 

The information contained in this Course is copyrighted and all rights are reserved by MarkLogic Corporation. Copying, duplicating, selling, or otherwise 
distributing any part of the Course without prior written consent of an authorized representative of MarkLogic Corporation are prohibited. 

Administering MarkLogic Server 



11 - 12 

The information contained in this Course is copyrighted and all rights are reserved by MarkLogic Corporation. Copying, duplicating, selling, or otherwise 
distributing any part of the Course without prior written consent of an authorized representative of MarkLogic Corporation are prohibited. 

Administering MarkLogic Server 



11 - 13 

The information contained in this Course is copyrighted and all rights are reserved by MarkLogic Corporation. Copying, duplicating, selling, or otherwise 
distributing any part of the Course without prior written consent of an authorized representative of MarkLogic Corporation are prohibited. 

Administering MarkLogic Server 



11 - 14 

The information contained in this Course is copyrighted and all rights are reserved by MarkLogic Corporation. Copying, duplicating, selling, or otherwise 
distributing any part of the Course without prior written consent of an authorized representative of MarkLogic Corporation are prohibited. 

Administering MarkLogic Server 

Often times customers do not want to manage users inside of MarkLogic because this 
information is already managed by their implementation of Active Directory.  In this 
scenario, only roles (not users) are defined within MarkLogic.  Authentication must 
occur against Active Directory, and based on the users group membership in Active 
Directory, an appropriate MarkLogic role can be assigned. 
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